No. 815.2

WELLSBORO AREA
SCHOOL DISTRICT

SECTION:

OPERATIONS

TITLE:

DISTRICT-ISSUED
LAPTOPS: STUDENT
USE, RIGHTS, AND
RESPONSIBILITIES

ADOPTED: April 14, 2015
REVISED: October 7, 2015

815.2. DISTRICT-ISSUED LAPTOPS: STUDENT USE, RIGHTS, AND
RESPONSIBILITIES
1. Purpose

The Board continuously cultivates a culture of learning to better prepare
students for life after high school. Educational technologies are central to
this mission. To that end, the Board has decided to issue District-owned
laptops to all high school students. The Board’s vision is that all students
will use technology to energize personal intellectual development and
construct knowledge for college, careers, and beyond. The Board also
recognizes, however, that with the issuance and use of District laptops,
new rules must be established to ensure that such use is consistent with the
District’s educational mission.

2. Authority

The Board, therefore, adopts this policy to establish reasonable rules
relating to the issuance, care, use, and monitoring of District laptops issued
to students.

3. Definitions

The following definitions shall apply for purposes of this policy:
WASD WAN – refers to the District’s wide area network which permits
the following uses, among others, by authorized students:
1. Internet access;
2. Network shared resources, such as printers; and
3. Network home drives and other file shares.
District laptop – refers to an identified laptop issued by the District to a
specific District student for use in connection with the District academic
program. This includes, but is not limited to, laptops issued by the District
in connection with the One-to-One Laptop Program, Wellsboro Online
Academy, Individualized Education Programs, Service Agreements for
identified students with special needs, and other educational purposes.
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One-to-One Laptop Program – the program launched to provide all
Wellsboro Area High School students in grades 9-12 with a District laptop
for use in connection with the School District academic program.
Network Administrator – an Information System Professional
responsible for the day-to-day maintenance and upkeep of WASD WAN.
System Integrity – refers to the maintenance of accurate and consistent
information throughout the WASD WAN.
Remote Access of Laptops – a situation where a District employee or
agent, using client management software, accesses a District laptop in the
student’s possession – essentially assuming control of the currently logged
on user’s Desktop session or logging onto another Desktop session.
Software maintenance that automatically downloads software and
configuration changes does not constitute remote access of the laptop.
Remote access of District laptops also does not include voluntary
participation by the student or other user in web-conferences or other webbased activities.
Software Maintenance – any software or configuration changes sent out
to all District laptops, even if it only affects certain District laptops, which
is done as part of the maintenance and security of WASD WAN or to
ensure that only authorized software is installed on District laptops.
4. Guidelines

The following rules shall apply with respect to District laptops:
A. The Superintendent or his designee shall annually provide written
notice to all District parents and guardians of students eligible to be
issued a District laptop. The “Notice of Student Eligibility for
District Laptop” shall be substantially in the form attached hereto
as Attachment 1 and shall contain information regarding the Oneto-One Laptop Program.
B. Prior to issuance of a District laptop, the student and
parent/guardian must sign an Agreement for District Laptop Use,
which sets forth the terms and conditions of laptop use,
maintenance and care, and includes an acknowledgement that the
student and parent/guardian will fulfill all such terms and
conditions, and will also indemnify and hold the District harmless
with respect to any loss or damage incurred arising from any
violation of such terms and conditions. A copy of the Agreement
for District Laptop Use is attached hereto as Attachment 2.
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C. The Agreement for District Laptop Use shall also include an
acknowledgement that the student’s use of the District laptop shall
comply with the terms of this Policy No. 815.2, Policy No. 815 on
Acceptable Use of Internet, and the District’s “Best Practices for
Use of District Laptops.” Compliance with the foregoing shall be
required without regard as to whether the student is connected to
the WASD WAN. A copy of the Best Practices for Use of District
Laptops is attached hereto as Attachment 3.
D. Students and parents/guardians shall be wholly responsible for the
safety, care and security of District laptops assigned to students and
may be liable to the District for the cost of any necessary repair or
replacement due to loss, theft, or negligent or intentional damage to
District laptops.
E. District laptops will at all times remain the property of Wellsboro
Area School District. Students are responsible for the appropriate
use of District laptops, both at school and at home (see Best
Practices for Use of District Laptops, Attachment 3). Care of the
District laptop is the student’s responsibility. If a District laptop
needs repair, service or other maintenance, students are to report to
the Help Desk in their building. Students should not attempt on
their own to repair or service District laptops. Vandalism to any
laptop or accessory is strictly prohibited.
F. Students and/or parents/guardians shall be responsible to pay a
non-refundable, one-time fee of $50 before taking District laptops
off campus.
G. The WASD WAN includes blocking of websites potentially
harmful to minors per the terms of the federal Children’s Internet
Protection Act. When a District laptop is connected to a network
other than the WASD WAN, there will only be limited filtering in
place. Parents/guardians are therefore advised to monitor web
usage when the District laptop is used at home. See “Best
Practices for Use of District Laptops” at Attachment 3.
H. District laptops are equipped with the ability to be accessed
remotely in the following three scenarios:
1. Technical Problems: While on WASD WAN the District
Technology Staff can remotely access a student’s laptop
when necessary for technical support reasons. There will be
a visible marker on the screen whenever a technician is
connected so the student knows their screen is being
monitored.
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2. Teacher Monitoring: Classroom teachers have the ability to
monitor and interact with the screens of student laptops
while the students are in their classroom. This monitoring is
intended for classroom management and student assistance.
Students may or may not be made aware their screens are
being monitored, however this monitoring will only be
done by the teacher responsible for the class and for the
purposes listed previously.
3. Laptop Reported Missing or Stolen: If a student or a
parent/guardian believes a District laptop is missing or
stolen, the student must immediately complete and submit
to the Building Principal a “Laptop Missing/Stolen Report”
form. A copy of the form is attached hereto as Attachment
4. Once the completed form is filed, the District may
activate the use of computer tracking technology, with the
written consent of the student and parent/guardian after the
District has explained to them the technology to be used.
4. At no time will the District remotely access a District laptop
outside WASD WAN.
5. At no time will the District laptop camera be activated
remotely, nor will audio or video be remotely monitored.
I. Review of Student Files: A District laptop is subject to the same
search and seizure rules as any other district property. Student files
may also be reviewed:
1. After the District laptop has been returned by the student to
the District:
(a) At the end of the school year; or
(b) Any other time the student is required to
permanently return the District laptop, for instance
at the time of Student’s withdrawal from the
District.
2. If the District has a reasonable suspicion that the student is
violating District rules or policies, District administrators
authorized by the Superintendent may take custody of the
District laptop and review student files. “Reasonable
suspicion” means reasonable grounds exist that the search
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will uncover evidence that the student violated the law or
school rules or District policies. The scope of the search
must be reasonably related to the violation that justified the
search. Under no circumstances will a District employee
access a District laptop remotely for the purpose of this
subsection (2).
3. If at any time a district employee is viewing a student’s
laptop for any permitted purpose under any provision of
this policy or at the request of the student, and during that
viewing the employee obtains reasonable suspicion that the
student is violating any laptop policy, procedures or rules,
or any state or federal laws, the employee may turn the
laptop over to the administration for further review as
permitted in the previous paragraph.
4. If a District laptop is reported to be missing or stolen, the
District may open documents stored on the District laptop
pursuant to a consent form signed by the student and
parent/guardian that clearly and conspicuously sets forth the
ability of the District to access or review such files. This
consent form shall be supplemental to the signed
Agreement for District Laptop Use, and must be approved
by the Superintendent. The consent form shall advise the
student and parent/guardian that refusal to sign the form or
to otherwise cooperate with the District or an investigating
law enforcement agency in connection with the retrieval of
the District laptop may subject them to the cost of the full
replacement value of the District laptop.
5. Teachers and other school personnel may provide
assistance to a student in locating that student’s files in the
presence of and at the request of the student.
6. To the extent necessary in connection with the District’s
attempt to correct technical problems with the District
Laptop. See Section H.1, above.
J. The Superintendent or his/her designee shall arrange annually for
direction and training of students, and the availability of orientation
for parents/guardians, with respect to the use, care and maintenance
of District Laptops.

Page 5 of 7

815.2. DISTRICT-ISSUED LAPTOPS: STUDENT USE, RIGHTS, AND
RESPONSIBILITIES - Pg. 6
K. Students are not permitted to install, modify or tamper with District
laptop hardware unless first approved by District information
technology staff.
L. Students shall be assigned standard user accounts (nonadministrator) with limited ability to install programs except
through the operating system’s “App Store” or other District
authorized repositories, such as the Software Center.
See “Best Practices for Use of District Laptops” at Attachment 3.
Operating System Software installs and configuration changes shall
be completed by or under the direction of District technology staff
or others authorized by the Superintendent.
M. Students shall install required updates provided by the District’s
management software as soon as reasonably possible. Students
shall not interfere with or otherwise disable the update process or
management client.
N. Students shall be permitted to take the District laptop home for the
summer, except a brief period for the technology office to update
and/or reimage the device. Students shall make the District laptop
available for this purpose when requested by the technology office.
This privilege may be taken away from any student who violates
the law, any District policy, or the school’s Code of Conduct.
5. Discipline

A student’s failure to abide by the rules of this policy will subject the
student to possible discipline as established in the applicable Student Code
of Conduct or in District policies. Discipline may include limiting or
prohibiting access to District laptops, for some period of time or
permanently, completely or just during the school day, or any other actions
(including the student’s removal from school) deemed appropriate by the
District Administration. Such discipline is in addition to, and not in place
of, the student and parent/guardian fulfilling their duty to pay for any costs
associated with damage, loss or theft of District laptops (see Section 4.D

above), and to indemnify and hold the District harmless with respect to
any loss or damage incurred arising from any violation of terms and
conditions in the Agreement for Use of District Laptops (see Section 4.B
above).
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References:
Board Policy – 815.2, 815.2 Attachment 1, 815.2 Attachment 2,
815.2 Attachment 3, 815.2 Attachment 4
Attachments:
1.
2.
3.
4.

Notice of Student Eligibility for District Laptop
Agreement for District Laptop Use
Best Practices for Use of District Laptops
Laptop Missing/Stolen Report Form
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